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Abstract 
With the advent of cloud computing, most of the data owners are outsourcing their complex data management 
systems from local sites to the commercial public cloud for great flexibility and economic savings. But sensitive 
data has to be encrypted before outsourcing, for protecting data privacy. However data encryption makes effective 
data utilization a challenging task. Traditional data utilization based keyword search on encrypted data is a difficult 
task. Thus, enabling an encrypted cloud data search service is of paramount importance. Considering the large 
number of data users and documents in the cloud, it is necessary to allow keyword search request and return 
documents in the order of their relevance to these keyword. In this paper we proposed a system that supports multi-
owner keyword ranked search over the encrypted cloud data with good key management scheme. Thorough security 
and performance analysis show that the proposed scheme guarantees high security and practical efficiency. 
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1. Introduction 
Cloud computing is emerging as a promising pattern for data outsourcing and high-quality data services. As 
Cloud Computing becomes prevalent, more and more sensitive information are being outsourced to the cloud, such 
as emails, personal health records, company finance data, and government documents, etc. Since data owners and 
cloud server are no longer in the same trusted domain our outsourced unencrypted data may be at risk, such as the 
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cloud server may leak data information to unauthorized entities or even be hacked. So for data privacy and to 
prevent unauthorized user accesses, sensitive data has to be encrypted prior to outsourcing. Data encryption protects 
data to some extent, but at the cost of compromised efficiency. 
In Cloud Computing, data owners may share their outsourced data with a large number of users, who might want 
to only retrieve certain specific data files they are interested in during a given session. One of the most popular ways 
to do so is through keyword-based search. Such keyword search technique allows users to selectively retrieve files 
of interest. Related works on searchable encryption are based on frequency of occurrence of a keyword in the 
document. There may be files that contain more keyword related information with less frequency of occurrence of a 
keyword in the document. In this paper we presented a system that considers such documents while returning files in 
rank order to the requesting user. 
2. Related Work 
A number of different mechanisms have been proposed for security aspects in cloud computing. Ranked 
Searchable Symmetric Encryption (RSSE) technique1, allow users to securely search over encrypted data through 
keywords. Ranked search greatly enhances system usability by enabling search result relevance ranking instead of 
sending undifferentiated results, and further ensures the file retrieval accuracy. In this scheme complete file 
collection is scanned and a list of keywords is selected for building searchable index, which needs lots of 
computation for updating the searchable index when a user upload or delete a file. Ranking of files is based on 
number of times the keyword appear in the file, it does not consider files which have more word related data with 
low rank. Practical techniques for searches on encrypted data2 describe different practical techniques for searching 
on remote encrypted data using an untrusted server with their advantages and disadvantages and provide proofs of 
security for the resulting crypto systems. Secure indexes3 allows a user to check whether a document contains a 
keyword without having to decrypt the entire document, which is very useful for searching documents from large 
document collections. Fuzzy keyword search over encrypted data4 greatly enhances system usability by returning 
the files that exactly match the users searching input predefined keywords or the closest possible matching files 
based on keyword similarity semantics, when exact match fails. 
Figure 1. System Architecture.  
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3. Problem Formulation 
3.1.  System Model. 
Architecture of our presented keyword search scheme is shown in the Fig. 1. As shown in the figure, our system 
consists of three entities, data owners, data users and cloud service provider (CSP). Data owners upload their files to 
CSP, for data privacy owners encrypt their files before uploading them on cloud server. Given a collection of n 
encrypted data files C= {f1, f2 , … , fn} stored in the cloud server, a set of distinct keywords W= {w1, w2 , … , wm},
the cloud server provides the search service for the authorized users over the encrypted data C.  An authorized user 
types in a request to selectively retrieve data files of his/her interest. The cloud server is responsible for mapping the 
searching request to a set of data files. The presented keyword search scheme returns the search results according to 
the relevance of the file with respect to the keyword. The file displayed first has more word related information than 
other files.  
3.2. Threat Model. 
Data owners store their data on external servers that leads to increasing demands and concerns for data 
confidentiality, authentication and access control. Besides confidentiality and privacy breaks, the external servers 
could also use part of the data or whole for their financial gain and hence lost the data owners market or even 
bringing economic losses to the data owner. These concerns originate from the fact that cloud servers are usually 
operated by commercial providers which are very likely to be outside of the trusted domain of users. If we encrypt 
data for privacy issue then efficient keyword search will be a challenging task. Thus, the search should be conducted 
in a manner that allows data files to be efficiently and securely retrieved while revealing as little information as 
possible to the cloud server. The system should prevent cloud server from learning the plaintext of the data files. 
3.3. Design Goals 
In this paper, we address the problem of supporting efficient yet privacy-preserving keyword search services over 
encrypted cloud data with following goals: 
x To explore new mechanism for constructing efficient ranked keyword search scheme. 
x Security: to prevent cloud server from learning the plaintext of the data files, and achieve the “as-strong-as-
possible” security strength. 
x Efficiency: achieve above goals with minimum communication and computation overhead. 
3.4. Notations and Preliminaries. 
x C – Collection of encrypted files C= {f1, f2 , … , fn} stored at CSP. 
x W – Set of keywords W= {w1, w2 , … , wm} in searchable index. 
x WF – Set of keywords entered by owner while uploading the file F, for building Searchable Index. 
                                 Table 1. Searchable Index. 
Keyword File_id Score Priority bit 
Wi F1 25 0 
Wi F2 6 1 
Searchable Index: In information retrieval8, searchable index or inverted index is a widely used indexing 
structure that stores a list of mappings from keywords to the corresponding set of files that contain this keyword, 
allowing full text search. For ranked search purposes, the task of determining which files are most relevant is 
typically done by assigning a numerical score, score here is nothing but on number of times the keyword exist in the 
document or file. There may be files that contain more keyword related information with less frequency of 
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occurrence of a keyword in the document, to consider such files, the system assign priority to the file with respect to 
the keyword. One example of searchable index is shown in Table 1. 
To increase the efficiency of retrieval, we are decreasing the size of searchable index, by asking the file owner to 
enter the keywords that are more related with the file during file upload, as the owner knows the content of the file 
better. User will also be asked to enter priority words. Using this information index will be built and priority is 
assigned. 
4. Ranked Keyword Search Scheme. 
User registration: User has to first register himself to the system to avail services from cloud service provider. 
Registered user can then upload files to the system and also search required files from encrypted file collection 
stored at cloud service provider. A list of registered users is maintained at the Cloud service provider to authenticate 
users and provide service to them. 
Priority File, Building Searchable index: For data privacy, files are encrypted before outsourcing them to 
cloud. However, encryption makes effective data utilization a challenging task. To enable the cloud service provider 
to efficiently search files with specified keyword from an encrypted file collection, a searchable index is built before 
file encryption and is stored at CSP. The CSP will retrieve the exact files containing information relevant to user 
specified keyword using the searchable index. 
                                 Table 2. The Details of BuildIndex(.). 
BuildIndex(WF, fi )
For each wj in WF,
i) Ckeck whether wj in W, 
If not add wj to W, 
ii) If wj is priority word then assign “1” to priority field in the index 
else Calculate score of wj in file fi,
score (wj , fi) = = substr_count (fi , wj), 
iii) Output Searchable Index.
File Upload: once the index is built encrypt the file and upload both index and encrypted file to CSP. 
Search Process: When the user sends a request to the CSP to retrieve files containing information relevant to a 
keyword, the CSP first searches the searchable index, gets the file ID’s of files relevant to the user specified 
keyword, efficiently retrieve encrypted files and sends them to the requesting user in a rank order i.e. top files 
contain are more word relevant information than other. Files will be decrypted using decryption algorithm and 
downloaded at the user end. 
5. Results. 
5.1. Snapshot of File Upload Page 
The upload page shown in figure 2, contains two text boxes, in the first box user has to enter the words for 
building index and in the 2nd text box, user has to enter priority word if the file contains more word related 
information but the occurrence of that word in the file is less. 
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Figure 2. File Upload page. 
Figure 3. Output of Search Request. 
5.2. Snapshot of Search Result Returned to the User. 
Figure 3, shows the files returned to the user as search result. From the figure we can see that, the user want to 
retrieve files containing information related to keyword “search” send the request, files returned as search result are 
in rank order according to their relevance with respect to the word specified by the requesting user. 
In the above figure, four files are returned to the requesting user, first file displayed with golden border is priority 
file, and this file is displayed first because it contains more information related to the word “search” even if the 
number of occurrence of the word is only 41. Files displayed after priority are displayed based on frequency of 
occurrence of the word in the file.  There are three files displayed after the priority file, the file named “ieee.pdf” 
with 118 frequency of occurrence is displayed before files keyword_search.pdf and secure_data.pdf with frequency 
51 and 1 respectively. 
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Figure 4. Time Cost of Building Index. 
6. Analysis 
Performance of Building Index: above figure 4, shows time cost of building index in Ranked Searchable 
Symmetric Encryption (RSSE) and in our presented scheme. From the figure we can see that time cost of building 
index increases with increase in the size of word list and increase in size of dataset. 
In Ranked Searchable Symmetric Encryption (RSSE) scheme, complete file collection is scanned and a list of 
keywords is selected for building searchable index for complete file collection. So RSSE scheme takes much 
computation time to build the index. Also whenever a new file is added to the file collection, updating the index will 
become an overhead 
In our system, at the time of file upload, we are asking the data owner to enter the keywords that the file is 
relevant to and Index is built for these keywords only for that particular file, thus reducing the size of word-list and 
size of dataset for each word. Reduction in size of both word-list and dataset results in reduction in time cost of 
building index.  And there will not be much overhead in updating the index when a new file is added to the file 
collection.
7. Conclusion 
Data security is very important in cloud computing. Encrypting data for security makes effective data utilization 
a challenging task. To achieve efficient data retrieval from encrypted data collection, we are using concept of ranked 
searchable symmetric encryption model with some improvements and presented a system which will efficiently 
retrieve files containing information related to specified keyword in rank order from an encrypted file collection, i.e 
topmost files contain information more relevant to the word than other files. Our presented system support multiple 
data owners to upload files, provide good key management scheme with improved performance of building index. 
Our system  also considers the files which contain more word related information but less occurrence of the word in 
that file, by assigning priority to the file with respect to the word. The result analysis show that the application 
developed support the secure and efficient data retrieval.
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